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Abstract. The growing adoption of web-based public services has increased the 

cybersecurity risks faced by government information systems, particularly in small-

scale environments with limited security resources. This study assesses the security of 

a village information system web application using the Information Systems Security 

Assessment Framework (ISSAF). The assessment was conducted through four stages: 

information gathering, network mapping, vulnerability assessment, and penetration 

testing. The findings indicate that the application has a moderate security posture. 

Information gathering revealed limited public exposure, although the lack of DNSSEC 

and accessible metadata presents potential security risks. Network mapping showed a 

small attack surface with only essential ports exposed. Vulnerability assessment 

identified several medium- and low-severity issues, mainly related to security 

misconfigurations such as missing HTTP security headers and weak cookie settings, 

while no critical vulnerabilities were detected. Penetration testing involving SQL 

injection, cross-site scripting (XSS), brute-force authentication, and denial-of-service 

simulations did not achieve successful exploitation, demonstrating the effectiveness of 

existing input validation and access control mechanisms. Overall, the application is 

resistant to common cyberattacks but remains vulnerable to multi-stage attacks caused 

by configuration weaknesses. These findings demonstrate the usefulness of ISSAF for 

evaluating web application security and provide practical recommendations for 

strengthening cybersecurity in resource-constrained e-government environments. 
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1. Introduction 

The increasing reliance on web-based systems across both public and private 
sectors has significantly expanded the digital attack surface. As organizations move 
essential services online, cybersecurity threats have evolved in parallel—becoming 
more frequent, more automated, and often more sophisticated. Web applications, in 
particular, remain a primary target due to their direct exposure to users and their 
frequent dependence on complex, and sometimes poorly maintained, configurations. 
Common weaknesses such as misconfigurations, outdated libraries, and improper 
input validation continue to be exploited in real-world attacks, often with severe 
consequences for data confidentiality and system integrity (B et al., 2024). 
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This risk becomes more pronounced in the context of government-operated 
systems. Public service websites are designed to be widely accessible, which 
inherently increases their exposure to potential threats. At the village level, 
information systems play a crucial role in delivering administrative services and 
disseminating public information. These platforms frequently handle sensitive 
administrative data, thereby increasing their attractiveness as targets for cyber attacks. 
Despite their operational importance, many small-scale government web applications 
function under limited technical and security resources and lack continuous security 
monitoring. As a result, vulnerabilities may persist undetected, not because they are 
complex, but because they are overlooked (Darojat et al., 2022). 

To address such challenges, various security assessment frameworks have 
been proposed and widely adopted. Among them, the Information Systems Security 
Assessment Framework (ISSAF) and the Open Web Application Security Project 
(OWASP) provide structured approaches for evaluating web application security. 
These frameworks guide the assessment process through systematic stages, from 
reconnaissance to exploitation. Prior studies applying these methodologies have 
consistently identified vulnerabilities such as SQL injection, cross-site scripting (XSS), 
and configuration-related weaknesses across different environments (Wen & Katt, 
2023). Their findings reinforce the importance of conducting regular and methodical 
security assessments. 

However, a closer look at the literature reveals an imbalance. Most existing 
research focuses on large-scale environments—universities, enterprise systems, or 
cloud infrastructures—where resources and security practices are relatively mature. 
In contrast, small-scale public service systems, such as village information platforms, 
remain underexplored. These systems often operate under different constraints, 
where security is not always prioritized or systematically evaluated. This creates a gap 
in understanding how well such systems can withstand real-world attack scenarios. 

In response to this gap, this study applies the ISSAF framework to evaluate 
the security posture of a village information system. The assessment is designed to 
move beyond simple vulnerability identification by examining the practical 
exploitability of detected weaknesses. By integrating multiple testing phases—
ranging from information gathering to controlled attack simulation—this study aims 
to provide a comprehensive and realistic evaluation of system resilience. The findings 
are expected to contribute both empirically and practically, offering insights into how 
security can be improved in small-scale government web environments. The 
following sections present the research methodology, followed by the results and 
discussion of the security assessment, and conclude with key findings and 
implications. 

 
2. Method  
2.1. Research Design 

To address the research objective outlined in the previous section, a structured 
security assessment methodology based on ISSAF was employed. This study adopts 
an experimental security evaluation approach grounded in penetration testing 
practices. The objective is not limited to identifying potential vulnerabilities, but 
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extends to assessing their practical exploitability under controlled conditions. In 
contrast to purely diagnostic methods, penetration testing provides a more realistic 
perspective on system security by simulating adversarial behavior and observing how 
the system responds (Wen & Katt, 2023). 

The assessment is structured using the Information Systems Security 
Assessment Framework (ISSAF), which offers a systematic and phased methodology 
for evaluating information system security. ISSAF is particularly suitable for this 
study because it integrates both reconnaissance and exploitation stages, allowing the 
analysis to move beyond theoretical risk toward measurable system resilience. This 
aligns with recent research emphasizing the importance of combining vulnerability 
detection with exploit validation to obtain more meaningful security insights 
(Lachkov et al., 2022). 
2.2. Target System and Scope 

The target of this study is a publicly accessible web application that functions 
as a village information system. The platform is designed to provide administrative 
and informational services to the community, making it a representative example of 
small-scale public service systems. Due to ethical considerations, the identity of the 
system—including its domain name and IP address—is partially anonymized 
throughout this study. 

The scope of the assessment is limited to external testing. No direct access to 
internal infrastructure, server configurations, or administrative interfaces was 
obtained. This constraint reflects a realistic attacker perspective, where only publicly 
exposed components are available for interaction. By focusing on the external attack 
surface, the study aims to evaluate the system’s resilience against common web-based 
threats without interfering with its normal operation. 
2.3. Assessment Framework 

The security evaluation is conducted using the Information Systems Security 
Assessment Framework (ISSAF), which structures the assessment into a sequence of 
logically connected phases. This phased approach ensures that each stage contributes 
to a comprehensive understanding of the system’s security posture. 

Unlike unstructured testing methods, ISSAF emphasizes the relationship 
between different stages of assessment. Information gathered during early phases is 
used to guide subsequent testing, creating a cumulative analytical process. This 
approach has been shown to improve the accuracy and effectiveness of penetration 
testing by reducing randomness and focusing efforts on relevant attack vectors 
(Auricchio et al., 2022). 

The framework applied in this study consists of four main phases: information 
gathering, network mapping, vulnerability assessment, and penetration testing. Each 
phase is designed to progressively refine the analysis, moving from general exposure 
to specific exploitability. 
2.4. Tools and Testing Environment 

A set of widely recognized security testing tools was used to simulate real-
world attack scenarios. These tools were selected based on their reliability, 
compatibility with web application testing, and relevance to the targeted attack 
vectors. 
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• Nmap was used for network scanning and port identification, enabling the 
analysis of exposed services.  

• OWASP ZAP was employed for automated vulnerability scanning, 
focusing on application-layer weaknesses.  

• SQLMap was utilized to test for SQL injection vulnerabilities through 
automated payload generation.  

• Hydra was used to simulate brute-force authentication attacks by 
attempting multiple credential combinations.  

• LOIC (Low Orbit Ion Cannon) was applied to perform controlled denial-
of-service simulations. 

The testing environment was configured to ensure that all activities were 
conducted in a controlled and non-destructive manner. All testing activities were 
conducted in a non-intrusive manner, ensuring that no persistent modifications were 
introduced to the target web application, and that all tests were performed solely to 
observe system behavior without causing disruption. 
2.5. Assessment Procedure 

The assessment procedure follows a sequential workflow aligned with the 
ISSAF framework. Each phase builds upon the findings of the previous stage, forming 
a coherent and progressive evaluation process. The overall assessment workflow, 
including all sequential phases, is illustrated in Figure 1. 

 
Figure 1. ISSAF-Based Security Assessment Workflow. Sequential phases of the 

security assessment applied in this study. 
2.5.1. Information Gathering 

The first phase focuses on collecting publicly accessible information related to 
the target system. This includes domain resolution, WHOIS data, SSL/TLS 
configuration, and DNS records. The purpose of this phase is to establish an initial 
understanding of the system’s external exposure without direct interaction with 
sensitive components. 
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Previous studies have demonstrated that reconnaissance plays a critical role 
in shaping attack strategies, as even limited information can significantly improve the 
efficiency of subsequent exploitation attempts (Lachkov et al., 2022; Wen & Katt, 2023). 
2.5.2. Network Mapping 

The second phase involves active scanning to identify open ports and 
accessible services. Nmap is used to probe the system and determine which services 
are exposed to the public network. The results of this phase define the system’s attack 
surface at the network level. 

A limited number of exposed services generally indicates a reduced attack 
surface, which can lower the likelihood of successful exploitation. However, this does 
not eliminate risks at the application layer, which require further investigation (Cheng 
et al., 2017). 
2.5.3. Vulnerability Assessment 

The vulnerability assessment phase aims to identify weaknesses within the 
web application. OWASP ZAP is used to detect issues such as missing security 
headers, misconfigurations, and client-side vulnerabilities. The identified findings are 
categorized based on severity levels, including medium, low, and informational. 

This phase provides a structured overview of potential risks but does not 
assume that all detected vulnerabilities are exploitable. Instead, it establishes a 
baseline for further validation through penetration testing. 
2.5.4. Penetration Testing 

The final phase evaluates the exploitability of the identified vulnerabilities 
through controlled attack simulations. Several common attack vectors are tested, 
including: 

• SQL injection using SQLMap  

• Cross-site scripting (XSS) through manual payload injection  

• Brute-force authentication attacks using Hydra  

• Denial-of-service simulations using LOIC 
This phase shifts the analysis from theoretical risk to actual system behavior. 

By observing whether vulnerabilities can be successfully exploited, the study provides 
a more accurate assessment of the system’s security resilience (Altulaihan et al., 2023). 
2.6. Ethical Considerations 

All testing activities were conducted with strict adherence to ethical 
guidelines. The assessment was designed to avoid any disruption to the system’s 
normal operation. Sensitive information, including IP addresses and administrative 
details, was partially anonymized to prevent misuse. 

Furthermore, the study follows responsible disclosure principles by focusing 
on analysis rather than exploitation. The goal is to improve system security, not to 
expose it to additional risk. This approach is consistent with established practices in 
applied cybersecurity research, where ethical considerations are integral to the 
assessment process. The results obtained from each phase of the assessment are 
presented and analyzed in the following section. 
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3. Results and Discussion 
This section presents the results of the security assessment and discusses their 

implications in relation to the overall security posture of the evaluated web 
application. 
3.1. Information Gathering Results 

As illustrated in Figure 2, the initial reconnaissance results provide insight 
into the external exposure of the web application. The information gathering phase 
was conducted to establish an initial security profile of the target web application prior 
to active testing. 

 
Figure 2. Information Gathering Results of the Target Website. Composite view of 
the reconnaissance phase, including anonymized WHOIS information, SSL/TLS 

configuration analysis, DNS reconnaissance findings, and domain resolution results. 
Sensitive details such as IP addresses, email contacts, and personal identifiers have 

been partially masked to ensure ethical compliance and prevent misuse, while 
preserving the technical context necessary for reproducibility. 

 
The information gathering phase was conducted to establish an initial security 

profile of the target web application prior to active testing. This stage focused on 
extracting publicly accessible data and configuration details that could inform 
potential attack vectors. As no direct interaction with internal components was 
performed, the analysis relies exclusively on externally observable information, which 
provides valuable insight into both technical exposure and operational practices. 

As shown in Figure 2(d), the domain resolution process confirmed that the 
web application is hosted on a publicly reachable infrastructure. The web application 
was successfully mapped to a public IP address; however, in line with ethical research 
practices, the exact address is presented in a masked format (e.g., 103.147.xxx.xxx) to 
prevent misuse. This approach aligns with responsible disclosure principles, where 
sensitive identifiers are partially anonymized to balance reproducibility and security 
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(Cheng et al., 2017). The successful resolution indicates stable network availability, 
which is essential not only for legitimate access but also for potential adversarial 
interaction. 

Further analysis using WHOIS queries revealed domain registration 
metadata, including administrative and organizational attributes. As illustrated in 
Figure 2(a), these details were partially exposed, though sensitive fields such as email 
addresses and contact numbers have been intentionally redacted in the published 
output. While WHOIS data is inherently public, its aggregation can facilitate 
reconnaissance-driven attacks, particularly social engineering and phishing 
campaigns targeting system administrators. Recent studies highlight that attackers 
increasingly rely on open-source intelligence (OSINT), including domain metadata, to 
construct targeted intrusion strategies (Lachkov et al., 2022). In this context, the 
exposure does not constitute a direct web application vulnerability, yet it expands the 
human-centric attack surface, which is often less protected than the technical layer. 

The transport-layer security configuration was evaluated through SSL/TLS 
scanning. As shown in Figure 2(b), the system supports both TLS 1.2 and TLS 1.3, 
indicating adherence to contemporary encryption standards. This observation 
indicates a positive security posture at the transport layer. TLS 1.3, in particular, 
reduces handshake latency and eliminates several legacy cryptographic weaknesses 
present in earlier versions, thereby enhancing both performance and security (Holz et 
al., 2016). The presence of these protocols suggests that data exchanged between users 
and the server is adequately protected against interception and passive monitoring 
attacks. 

However, it is important to interpret this result cautiously. The mere 
availability of modern TLS versions does not guarantee complete transport security. 
Misconfigurations—such as weak cipher suites or missing enforcement 
mechanisms—can still introduce vulnerabilities. In this case, no immediate 
cryptographic weaknesses were observed, suggesting that the implementation is 
functionally sound within the scope of the assessment. 

A more critical observation emerged from the DNS reconnaissance process. 
As presented in Figure 2(c), the domain does not implement DNS Security Extensions 
(DNSSEC). The absence of DNSSEC implies that the integrity of DNS responses 
cannot be cryptographically verified, leaving the system potentially susceptible to 
DNS spoofing or cache poisoning attacks. Such attacks could redirect users to 
malicious replicas without altering the visible domain name, making them 
particularly deceptive (Zhang et al., 2021). 

This limitation is especially relevant for public-facing government systems, 
where user trust is often implicit. Without DNSSEC, the authenticity of domain 
resolution relies entirely on external infrastructure, which may be exploited under 
certain threat conditions. Although exploitation is not trivial, the lack of DNSSEC 
removes an important defensive layer that could otherwise mitigate these risks. 

Overall, the findings from the information gathering phase indicate that the 
web application demonstrates a moderate level of security awareness, particularly in 
its adoption of modern TLS protocols and controlled network exposure. At the same 
time, indirect risk factors persist—most notably through publicly available domain 
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metadata and the absence of DNSSEC protection. These issues do not immediately 
compromise the system, yet they provide valuable entry points for more 
sophisticated, multi-stage attack scenarios. 

From an analytical perspective, this phase does not reveal exploitable 
vulnerabilities in isolation. Instead, it highlights how low-level information exposure 
and configuration gaps can collectively shape the attack surface, setting the stage for 
subsequent assessment phases. 
3.2. Network Mapping Analysis 

As presented in Figure 3, the network mapping results show that only ports 
80 (HTTP) and 443 (HTTPS) are open, indicating minimal exposure. The network 
mapping phase was conducted to identify accessible services and evaluate the 
external attack surface of the web application. 

 
Figure 3. Network Mapping and Open Port Identification. Results of port scanning 

using Nmap, indicating that only essential service ports (HTTP and HTTPS) are 
exposed. The IP address has been partially anonymized for ethical considerations 

 
The network mapping phase was conducted to identify accessible services 

and evaluate the external attack surface of the target web application. This step is 
critical within the ISSAF framework, as exposed ports and running services often 
define the initial entry points for exploitation. Unlike the previous phase, which 
focused on passive data collection, network mapping introduces a more active 
probing approach—systematically examining how the target responds to connection 
attempts across a range of ports. 

The scan results indicate that only two ports are open and responsive: port 80 
(HTTP) and port 443 (HTTPS). No additional ports were detected as accessible during 
the assessment. Although this configuration may appear straightforward, it reflects a 
deliberate restriction of unnecessary network exposure. Yet, in practice, it reflects a 
deliberate—or at least effective—restriction of unnecessary network exposure. 



© Putra Prasetya et al. 

 

9 International Journal of Applied Information Systems and Cybersecurity 

From a security standpoint, limiting open ports to essential services 
significantly reduces the number of potential attack vectors. Each open port represents 
a possible interaction channel, and by extension, a potential vulnerability. Therefore, 
minimizing exposed services is widely recognized as a foundational principle in 
secure system design (Behl & Behl, 2021). The observed configuration suggests that 
the web application adheres to this principle, either through proper firewall rules, 
service hardening, or default hosting configurations. 

The presence of HTTP (port 80) alongside HTTPS (port 443), however, 
introduces a subtle point of discussion. While HTTP is commonly maintained for 
backward compatibility or automatic redirection, it inherently lacks encryption. If not 
properly configured to enforce redirection to HTTPS, it may expose users to risks such 
as man-in-the-middle (MITM) attacks or session interception. Modern best practices 
strongly recommend either disabling HTTP entirely or ensuring strict redirection 
policies, ideally reinforced with mechanisms such as HTTP Strict Transport Security 
(HSTS) (Alashwali et al., 2020). 

In this case, although the scan confirms the availability of both ports, the 
absence of further vulnerabilities in later testing phases suggests that HTTP is likely 
configured in a controlled manner. Still, without explicit verification of redirection 
enforcement, this remains a minor area of concern. 

Another important observation lies in what is not present. No ports associated 
with administrative services—such as SSH (22), FTP (21), or database services (e.g., 
MySQL on 3306)—were found to be publicly accessible. This absence is significant. 
Exposed administrative ports are frequently targeted in automated attacks, including 
brute-force login attempts and service-specific exploits. Their closure indicates that 
either such services are disabled externally or restricted to internal networks, both of 
which are considered strong defensive practices (Sasaki et al., 2022). 

The implications of this minimal exposure become more evident when 
correlated with the results of the penetration testing phase. The inability to exploit the 
system through common attack vectors—such as brute force or service-based 
intrusion—can be partially attributed to the lack of accessible entry points at the 
network level. In other words, the web application does not merely rely on 
application-layer defenses; it also benefits from a constrained and well-defined 
network boundary. 

Nevertheless, a reduced attack surface does not inherently guarantee 
comprehensive security. Attackers often shift focus toward application-layer 
vulnerabilities when network-level entry points are restricted. Therefore, while the 
network configuration reduces exposure, it does not eliminate risk. Instead, it shifts 
the defensive burden toward secure application design and proper configuration 
management. 

Overall, the network mapping results demonstrate a controlled and 
minimalistic exposure model, which aligns with established cybersecurity best 
practices. The web application effectively limits unnecessary services, thereby 
reducing opportunities for exploitation. This configuration plays a crucial role in 
enhancing the system’s resilience, particularly against automated and opportunistic 
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attacks. However, continued attention to service configuration—especially regarding 
HTTP usage—remains necessary to ensure comprehensive protection. 
3.3. Vulnerability Assessment 

The identified vulnerabilities are summarized in Table 1, which presents their 
classification based on severity levels.s 

 
Table 1. Vulnerability Classification Result 

Vulnerability Type Severity Level 

Content Security Policy not set Medium 

Cross-domain misconfiguration Medium 

Missing anti-clickjacking header Medium 

Vulnerable JavaScript library Medium 

Cookie without HttpOnly flag Low 

Cookie without Secure flag Low 

Cross-domain JS inclusion Low 

Information leakage (header) Low 

Missing HSTS header Low 

X-Content-Type-Options missing Low 

Informational findings Informational 

 
As shown in Table 1, the majority of findings fall under medium and low 

severity categories, primarily related to configuration weaknesses rather than critical 
exploitable flaws. 

As illustrated in Figure 4, the majority of identified vulnerabilities fall within 
the low and medium severity categories, with low-level issues accounting for the 
largest proportion. This distribution indicates that while no critical vulnerabilities 
were detected, the system still contains several configuration-related weaknesses that 
may contribute to increased security risk if not addressed. 

 
Figure 4. Vulnerability Severity Distribution. Distribution of identified 

vulnerabilities based on severity levels. The results indicate that most findings fall 
under low and medium categories, with no critical vulnerabilities detected 

Medium
36%

Low
55%

Informational
9%

Vulnerability Classification Results

Medium Low Informational
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The vulnerability assessment phase aimed to identify weaknesses within the 
application layer that could potentially be leveraged by an attacker as widely 
discussed in prior web security studies (A. Correa et al., 2021). Using automated 
scanning tools complemented by manual inspection, the analysis revealed a total of 
four medium-level vulnerabilities, six low-level vulnerabilities, and several 
informational findings. The absence of high or critical vulnerabilities initially suggests 
a relatively secure posture. However, a closer examination reveals a more nuanced 
reality—one where risk is distributed across configuration gaps rather than 
concentrated in a single exploitable flaw. 

Rather than treating these findings as isolated issues, it is more meaningful to 
interpret them as part of a broader security posture. The detected vulnerabilities can 
be grouped into three primary categories: security misconfigurations, missing security 
headers, and client-side weaknesses. 
3.3.1. Security Misconfigurations and Header Weaknesses 

A significant portion of the identified issues falls under missing or improperly 
configured HTTP security headers, including the absence of Content Security Policy 
(CSP) and X-Frame-Options. These headers are not merely optional enhancements; 
they function as critical safeguards against common web-based attacks. 

The absence of CSP, for instance, does not immediately allow code execution. 
However, it removes an essential layer of defense against injection-based attacks, 
particularly Cross-Site Scripting (XSS). Without CSP, the browser lacks explicit 
instructions on which sources are trusted, thereby increasing the likelihood that 
malicious scripts—if introduced—could execute without restriction (Roth et al., 2020). 

Similarly, the lack of X-Frame-Options exposes the application to clickjacking 
attacks, where malicious actors can embed the website within invisible frames to trick 
users into unintended interactions. While such attacks require user involvement, their 
effectiveness has been demonstrated in various real-world scenarios, particularly in 
systems with insufficient UI protection (Calzavara et al., 2020). 

When considered individually, these issues may appear minor. Collectively, 
however, they signal a systematic gap in defensive configuration practices. 
3.3.2. Client-Side and Session-Related Weaknesses 

Another set of findings relates to cookie security attributes, specifically the 
absence of HttpOnly and Secure flags. These flags play a crucial role in protecting 
session data. Without the HttpOnly attribute, cookies can be accessed via client-side 
scripts, making them vulnerable in the presence of XSS vulnerabilities. Likewise, the 
absence of the Secure flag allows cookies to be transmitted over unencrypted 
connections, potentially exposing them to interception. 

Although no active XSS vulnerability was successfully exploited in 
subsequent testing, the presence of weak cookie configurations increases the impact 
severity should such an attack become feasible. In other words, these weaknesses do 
not create an attack—but they amplify its consequences. 

Additionally, the use of outdated or vulnerable JavaScript libraries was 
identified. This represents a commonly observed yet frequently underestimated issue 
in web application security. Legacy libraries may contain known vulnerabilities that 
can be exploited through publicly available attack vectors. Studies have shown that a 
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significant percentage of web applications continue to rely on outdated dependencies, 
thereby inheriting their associated risks (Berry, 2021). 

In this context, the risk is not immediate exploitation, but rather latent 
exposure—a vulnerability waiting for the right conditions. 
3.3.3. Informational Findings and Information Disclosure 

The informational findings, while not directly exploitable, provide insight 
into the system’s internal structure and behavior. These include server response 
headers disclosing technology stacks and the presence of suspicious comments within 
source code. 

Such disclosures may appear harmless. Yet, from an attacker’s perspective, 
they function as reconnaissance accelerators. By identifying the technologies in use, 
attackers can narrow down potential exploits and tailor their approach accordingly. 
This aligns with the concept of information leakage as a precursor to targeted attacks, 
where even minor details contribute to a more efficient exploitation strategy (Sabottke 
et al., n.d.). 
3.3.4. Risk Interpretation and Security Implications 

What makes these findings particularly interesting is not their individual 
severity, but their collective implication. None of the identified vulnerabilities provide 
direct system access. There is no immediate pathway to database extraction, remote 
code execution, or privilege escalation. 

And yet, the web application cannot be considered fully secure. 
The vulnerabilities identified in this phase primarily function as risk 

multipliers. They do not initiate attacks, but they lower the barrier for successful 
exploitation when combined with other weaknesses. This layered risk model is 
consistent with modern cybersecurity threat landscapes, where attacks rarely rely on 
a single point of failure but instead exploit chains of smaller weaknesses (Allodi et al., 
2022). 

In practical terms, this means that the web application demonstrates 
resistance to direct attacks, but remains susceptible to more sophisticated, multi-stage 
exploitation scenarios. The absence of critical vulnerabilities should not lead to 
complacency. On the contrary, it highlights the importance of addressing 
configuration-level issues before they evolve into exploitable conditions. 
3.3.5. Overall Assessment 

The vulnerability assessment reveals a system that is structurally secure but 
operationally imperfect. Its defenses are sufficient to prevent immediate compromise, 
yet not comprehensive enough to eliminate all potential risks. 

This highlights the importance of addressing configuration-level weaknesses 
in maintaining overall security. 
3.4. Penetration Testing Evaluation 

As illustrated in Figure 5 the penetration testing phase includes multiple 
attack scenarios, all of which resulted in unsuccessful exploitation attempts. 
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Figure 5. Penetration Testing Results Across Multiple Attack Scenarios. Summary of 

controlled attack simulations including SQL injection, cross-site scripting (XSS), 
brute-force authentication attempts, and denial-of-service (DoS) testing. All attack 

attempts were unsuccessful, indicating the system’s resilience against common web-
based exploitation techniques. 

 
The penetration testing phase represents the culmination of the ISSAF 

assessment, where previously identified weaknesses are actively tested to determine 
their exploitability as a standard approach in practical security evaluation (Lachkov 
et al., 2022). Unlike earlier stages—focused on exposure and configuration—this phase 
attempts to answer a more direct question: can the web application actually be 
compromised? 

A series of controlled attack simulations were conducted, targeting common 
and high-impact web vulnerabilities. These included SQL injection, cross-site 
scripting (XSS), brute-force authentication attacks, and denial-of-service (DoS) 
scenarios. The selection reflects widely observed attack vectors in real-world web 
environments, particularly in public-facing systems (Altulaihan et al., 2023). 
3.4.1. SQL Injection Testing 

The system was first evaluated for susceptibility to SQL injection using 
automated tools designed to identify improper input handling and database query 
manipulation. The testing process involved injecting crafted payloads into input fields 
and observing server responses for anomalies or unintended behavior. 

The results indicate that no SQL injection vulnerability was detected. The 
application consistently sanitized or rejected malicious input, preventing any form of 
query manipulation. This suggests that input validation mechanisms and backend 
query handling are implemented with a reasonable level of security awareness. 

From a broader perspective, this finding is significant. SQL injection remains 
one of the most critical web vulnerabilities, often leading to full database compromise 
when present. Its absence here implies that the application has effectively mitigated 
one of the most commonly exploited attack vectors (Disawal & Suman, 2023). 
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3.4.2. Cross-Site Scripting (XSS) Evaluation 
XSS testing was conducted by injecting script-based payloads into various 

input vectors, including URL parameters and form fields. The objective was to 
determine whether the application improperly reflects or stores user-supplied input 
in a way that allows script execution within the browser. 

The web application demonstrated no successful execution of injected scripts, 
indicating resistance to both reflected and basic stored XSS attacks. This suggests that 
output encoding and input filtering mechanisms are functioning correctly. 

However, it is important to interpret this result in conjunction with earlier 
findings. The absence of a Content Security Policy (CSP), as identified in Section 3.3, 
means that while XSS is currently not exploitable, the system lacks a secondary 
defense layer. Should an injection vector emerge in the future, the impact could be 
significantly higher. This highlights a recurring theme: security is not only about 
preventing vulnerabilities, but also about limiting their consequences. 
3.4.3. Brute-Force Attack Simulation 

Authentication mechanisms were tested against brute-force attacks using 
automated credential guessing techniques. These attacks attempt to gain 
unauthorized access by systematically trying multiple username-password 
combinations. 

The results show that no unauthorized access was achieved, even under 
repeated login attempts. This suggests the presence of protective measures such as 
rate limiting, account lockout policies, or sufficiently strong authentication controls. 

This outcome is particularly relevant given the prevalence of credential-based 
attacks in modern threat landscapes. Studies indicate that brute-force and credential 
stuffing attacks remain among the most frequently observed intrusion techniques, 
especially in web applications lacking adequate authentication defenses (García et al., 
2014). The system’s resistance in this area reflects a meaningful level of maturity in 
access control implementation. 
3.4.4. Denial-of-Service (DoS) Testing 

A controlled DoS simulation was performed using traffic generation tools to 
evaluate the system’s resilience under high request volumes. The objective was not to 
disrupt the service permanently, but to observe its behavior under stress conditions. 

The web application remained accessible and responsive during the test, 
indicating a basic level of resilience against volumetric attacks. While this does not 
guarantee protection against large-scale distributed denial-of-service (DDoS) attacks, 
it suggests that the underlying infrastructure can handle moderate traffic spikes 
without immediate degradation. 

It is worth noting that DoS resistance is often influenced by external factors 
such as hosting infrastructure, load balancing, and network-level protections. 
Therefore, this result should be interpreted as indicative rather than definitive. 
3.4.5. Integrated Security Interpretation 

Taken individually, each test result points toward a system that is resistant to 
direct exploitation. No injection points were successfully leveraged, no unauthorized 
access was obtained, and no service disruption was observed under controlled 
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conditions. A more critical insight emerges when these results are analyzed 
collectively. 

Despite the presence of several vulnerabilities identified in Section 3.3—
particularly related to misconfigurations and missing security headers—none of them 
translated into practical exploitation paths. This suggests that the system benefits from 
a form of defense-in-depth, where multiple layers of protection compensate for 
individual weaknesses (Altulaihan et al., 2023). 

At the same time, this does not imply absolute security. The vulnerabilities 
identified earlier still represent latent risks, which may become exploitable under 
different conditions or in combination with new attack techniques. Modern 
cyberattacks increasingly rely on chaining multiple low-severity issues rather than 
exploiting a single critical flaw (Zhang et al., 2021). 

In this context, the web application can be characterized as resilient but not 
immune. It withstands common attack scenarios effectively, yet still requires proactive 
hardening to address configuration-level weaknesses. 

A summary of the penetration testing outcomes is presented in Table 2, 
highlighting the system’s resistance across different attack vectors. 

 
Table 2. Penetration Testing Summary 

Attack Type Result Status 

SQL Injection Not detected Secure 

XSS Not executed Secure 

Brute Force Failed Secure 

DoS No disruption Resilient 

 
3.4.6. Overall Evaluation 

The penetration testing results reinforce the conclusion that the system 
maintains a moderate-to-strong security posture against widely known attack vectors. 
Its ability to resist exploitation across multiple scenarios indicates that fundamental 
security controls are in place and functioning as intended. 

However, the absence of successful attacks should not be interpreted as the 
absence of risk. Security, in practice, is a moving target. What cannot be exploited 
today may become viable tomorrow—especially in environments where minor 
weaknesses remain unaddressed. 
 
4. Conclusion 

This study evaluated the security posture of a public village information 
system using the Information Systems Security Assessment Framework (ISSAF) by 
combining vulnerability assessment with penetration testing to examine both the 
existence and exploitability of security weaknesses. The findings indicate that the web 
application has a moderate level of security. Although reconnaissance identified 
publicly accessible metadata and the absence of DNSSEC, and the vulnerability 
assessment revealed several low- and medium-severity misconfigurations such as 
missing security headers, weak cookie settings, and outdated client-side components, 
no critical vulnerabilities were detected. Network mapping also showed a limited 
attack surface with only essential ports exposed. Furthermore, penetration testing 
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using SQL injection, cross-site scripting (XSS), brute-force authentication, and denial-
of-service scenarios did not result in successful exploitation, indicating that key 
security mechanisms, including input validation and access control, are functioning 
effectively. Nevertheless, the identified configuration weaknesses may still increase 
the risk of multi-stage attacks if left unaddressed, suggesting that the system is 
resilient but not completely immune to evolving cyber threats. 

The results demonstrate that ISSAF provides a practical and systematic 
approach for assessing the security of small-scale public web applications, particularly 
in resource-constrained e-government environments. Beyond identifying 
vulnerabilities, the framework enables organizations to evaluate the actual impact of 
security weaknesses through controlled exploitation, supporting more effective risk 
mitigation. Future research may extend this work by evaluating multiple public 
service systems, incorporating continuous security monitoring, or comparing ISSAF 
with other security assessment frameworks to obtain a broader understanding of web 
application security in the public sector. 
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